ACESSO REMOTO AO SERVIDOR DO DEMEC VIA SSH

Os servidores do DEMEC possibilitam o acesso aos dados através do protocolo de rede SSH (Secure
Shell) da SSH Communications Security (http://www.ssh.com). Este protocolo oferece a seguranga
da criptografia e autenticacao confidencial através de senha, garantindo a privacidade dos dados dos
usuarios do DEMEC.

Este tutorial ensina como instalar, configurar e utilizar o programa SSH para transmissdao de dados
entre os servidores do DEMEC e seu computador.

1. Fagca o donwload do programa através do servidor do DEMEC
http://servidor.demec.ufpr.br/downloads/ssh/SSHSecureShellClient-3.2.9.exe ou na pagina da SSH
Communications Security (http://www.ssh.com).

2. Execute um duplo clique sobre o arquivo SSHSecureShellClient.exe:

o]
Arquivo Editar Exibir Favoritos Ferramentas Ajuda I .','
C-© -2 LPe|is ¥ XY |E
Endereco I\D Meus documentos L] Ir
Pastas X Mome = | Tamanho I Tipo
@ Desktop | | hengproducan Pasta de arqu
B Mo dosmentes | | )Meus arquivos recebidos Pasta de arqu

[ engproducao L) Meus videos Pasta de arqu
) Meus arquivos recebidos .| .BMinhas Formas Pasta de arqu
) Meus videos E;_D}Minhas imagens Pasta de arqu
2 Minhas Formas .éMinhas misicas Pasta de arqu
_n} Minhas imagens )My eBooks ) Pasta de arqu
) Minhas musicas Wi ssHSecureshellClient-3.2.9.exe | 5.388KE  Aplicativo
[0 My eBooks
= % Meu computador

S pisquete de 314 (A1)

“w® Disco local {C:)

“e Dados (D:)

# 5 Unidade de CD (E:) ~| |« | _pl

IB objeto(s) IS,26 MB | _J Meu computador 4

3. Na préoxima janela, clique em “Next”:

55H Secure Shell for Workstations 3.2.9 Setup § x|

Welcome to the SSH Secure Shell for
Workstations 3.2.9 setup wizard.

Thank you for dowrloading SSH Secure Shell for
Workstations. This is a non-commercial version of the
software, which does not suppot certiicates or PKI.

To continue, click Next.

Cancel
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4. Na proxima janela, clique em “Yes":

55H Secure Shell for Workstations 3.2.9 Setup 3 x|

License Agreement
Please read the following icense agieement carefuly

Press the PAGE DOWN ke to see the rest of the agreement.

Non-commercial Version License agreement for f’
SSH Secure Shell for Workstations 3.2

SSH Communications Security Corp

SSH® Secure ShelTM) License Agreement

SSH COMMUNICATIONS SECURITY CORP ("SSH") IS WILLING TO

LICENSE THE SSH SECURE SHELL FOR WORKSTATIONS 3.2 SOFTWARE

|AND ACCOMPANYING DOCUMENTATION (COLLECTIVELY, "SOFTWARE"]

UPON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS OF THIS =l

Do you accept al the tems of the preceding License Agieement? If you choose No, the
setup will close. To install S5H Secure Shell, you must accept this agiesment.

gack Yes No I
N\,

V

5. Na proxima janela, clique em “Next”:

SSH Secure Shell for Workstations 3.2.9 Setup x|

Choose Destination Location
Select folder where Setup will install files.

Setup will install SSH Secure Shell in the following folder.

To install to this folder, click Next. Ta install to a different folder, click Browse and select
another folder.

" Destination Folder

C:A\..ASSH Secure Shell Browse...

IrstallShield

6. Na proxima janela, clique em “Next”:

SSH Secure Shell for Workstations 3.2.9 Setup j x|

Select Program Folder
Please select a program folder.

Setup will add program icons to the Program Folder listed below. You may type a new folder
name, or select one from the existing folders list. Click Next to continue.

Program Folders:

Esisting Folders:

avast! Antivius

CyberLink PowerDVD

Feramentas administrativas

Inicializar

Jogos

Macromedia

Microsoft Dffice

Mozila Firfos =l

@ Next > i I Cancel I
N\ A
S

IrsstaliShield
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7. Na proxima janela, clique em “Next”:
x|

Select Components
Choose the components Setup will install.

Select the components you want ta install, and clear the components you do not want to

install.
D
[]Desktop lcons
i Do ion: Install HTML documentation.

{w|Command Line Tools
[w]4dd Command Line Tools to Path

Space Required on C: B732K
Space Available on C: 12611760 K

IristallShield
@ Next >s I Cancel
N\ A
S—

. roxi j , cliqu xt”:
8. Na proxima janela, clique em “Next”

SSH Secure Shell for Workstations 3.2.9 Setup 3 x|

Check Setup Information E

Setup has enough information to begin the file-transfer operation. If you want to review or
change any of the settings, click Back. If you are satisfied with the settings, click Next to
begin copying files.

Current Settings:

License type: non-commercial
[nstallation folder: C:\Arquivos de pi ASSH C licati ity 1 Secure !
Start menu folder: SSH Secure Shell
Selected optional components:
~Command Line Tools
-Add Command Line Tools to Path

< I_>l:J

IstaflShield
Cancel |
9. Aguarde a instalagao:
x|

Setup Status

S5H Secure Shell Setup is performing the requested operations.

Installing:

- %

IstallShield

Rua Coronel Francisco Hoffmann dos Santos, Centro Politécnico da UFPR,
Bairro Jardim das Ameéricas - Bloco IV do Setor de Tecnologia
Caixa postal 19011, CEP 81531-990, Curitiba, PR
Fone: (41) 3361-3408 Fax: (41) 3361-3129 Celular: (41) 9677-6457



10. Na préxima janela, clique em “Finish”:

SSH Secure Shell for Workstations 3.2.9 Setup )

Setup Complete

Setup has finished instaling SSH Secure Shell on your
computer.

Cancel

11. Localize o icone do SSH Secure Shell e abra o programa “Secure File Transfer
Client” (icone amarelo):

) Acesscrios »
@ avast! Antivirus 4
) Iniciaizar »

Internet Q s
{5/ Internet Explorer  |7) Mozila Firefox
| Email

J Outlook Express

Adminisirator

fﬁ 55H Secure Shel

.. Bssisténcia remota

. e Local: - C:\Arquivos de programas|SSH Communications
Q Internet Explorer |j License Agreement Securty|S5H Secure Shel

@ Secure File Transfer Cle 6] Outlook Express

G @ Windows Media Player

@ Bloco de notas j Windows Messenger
bﬁ Windows Movie Maker

@ m;cromedia Dreamwea' ; Cyberlink PowerDhD N

) (T} Soundhia )

@ Microsoft Office Excel 2 7). Symantec Ghast ’
@ Mictosaft Office ’

_‘\3 Windons Messenger (7] WS_FTP »
) Macromedia )

@ Microsoft Office Word 2 r PrintMe Internet Printing )
[} Acrobat Disilr 6,0

@ Aidobe Acrobat 6.0 Professional g
Todos os programas @ MuItiKeyboard )

Fazer logoff @ Desligar
i Tniciar J 6E8OQ J ) sshdoc -Microso... | @) 4 Fsfox

Lixeira

g Macromedi Drea... | (. Meus documentas | &0 s5H Secure Shell... | &1 - defaulsftp - 55.., | J «WQ 155
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12. Na janela do programa clique no botdo “Quick Connect”:

Lol
” File Edit View Operation Window Help ]
B esme anel oo @ sgx o en
&1 Quick @ct I (L] Profiles
EEF Quick Connect [ 'ﬁ | add ‘ 7 I el el ' ﬁ % | lﬁ | Add
Local Name s [ Size | Type Remote Name | Size ] Type
{L_JMeus documentos Pastado...
"4 Meu computador Pastado ...
‘jMeus locais de rede Pastado ...
2 Lixeira Pastado...
& Internet Explorer Pastado ...
[} Adobe Acrobat 6.0 Professi... 1,780 Ataho
Q avast! antivirus 1,781 Ataho
£8PowerDvD 1,756 Atalho
@cmbody_top_dl.gif 111 Imagem GIF
K| | Kl | il
Transfer | Queue]
4 \ Source File [ Source Directory [ Destination Directory | Size | Status | Speed | Time |
Connect quickly without profiles [ [ [ Rl 4

13. Na caixa de didlogo a seguir, preencha os campos conforme a figura e clique em

Connect: ¢ I
Connect to Remote Host @
A
!I-' Host Name: |ftp.u:|eme-:.ufpr.|:ur| ( Cconnect |)
- User Name: |<Seu-lngin> Cancel |
Port Mumber: |3':"32
Authentication Methad: |<F'r-:|fi|e Settings: j

Em “User Name:” coloque o seu login, conforme o cadastro de usuarios do DEMEC.
14. Se aparecer a janela de criptografia, leia a mensagem e escolha a opgao que lhe
convém. Isso depende do micro que vocé utiliza, se ele é confiadvel ou ndo para

receber a chave de criptografia. Se o micro for confiavel, clique em “Yes”:

Host Identification £ x|

I ] You are connecting to the host "ftp.demec. ufpr.br" for the first time.
&, The host has provided you its identification, a host public key.

The fingerprint of the host public key is:
gikiz-hyvur-tunig-zelad-heboz-zizym-punos-vacub-fitam-cabyf-gusax"

‘You can save the host key to the local database by clicking Yes.
‘You can continue without saving the host key by clicking No.
‘You can also cancel the connection by clicking Cancel.

Do you want to save the new host key to the local database?

No Cancel Help
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15. Digite a sua senha cadastrada no DEMEC:

Enter Authentication Response i

Enter your authentication response.

Password:

Cancel

16. A proxima tela mostra o programa aberto e funcionando. Na proxima pagina existem

informagdes de como utiliza-lo.

fim ftp.demec.ufpr.br - default - 55H Secure File Transfer

File Edit View Operation Window Help
H - &1 & % 2y g 30f T80 ¢ & N?
;'_'l Quick Connect || Profiles
PR B e ﬁ | ﬂ add | 0y | B Eg @ @f | Jhome fdocentes) j Add
Local Mame £ Size | Type M || Remote Mame £ Size | Type
7 Disco local c Disco local J autorun.inf Folder
Dados (D) Disco local | Disciplinas Folder
2% Unidade de DVD-RAM (E:) Unidade ...
2 Unidade de CD (F:) Unidade ...
SAMSUNG (G:) Disco local
C5em '‘Apalo’ (L) Unidade ...
badkup1 em Fenix' (Vi) Unidade ...
backup2 em 'Fenix' (W:) Unidade ...
form em 'Server WEB (willy)'. .. Unidade ...
CQsmar em "Server PDC (Tita. .. Unidade ...
Painel de contrale Pasta do ...
1.3 Mega Pixel Web Cam Camera d...
< i | (] <] i | [>]
Transfer ] Queue |
/| Source File Source Directory Destination Directory Size | Status Speed Time

Connected to ftp.demec.ufpr.br - fhome /docentes/: S5H2 - aes128-chbe - hmac-mdS - none |2 items (0 Bytes)
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18. O lado esquerdo do programa corresponde ao seu micro local, onde estdo armazenados seus
arquivos pessoais. O lado direito corresponde ao Servidor de dados do DEMEC. Para transferir os
arquivos do Servidor para o seu computador local, arraste os arquivos da parte direita para a parte
esquerda, conforme mostra a figura abaixo:

fim ftp.demec.ufpr.br - default - S5H Secure File Transfer

File Edit Wiew Operation Window Help
H @ 2 E S| % i By -
& Quick Connect |__| Profiles

358 B 52 @ N?

B A E T e | |,|'1‘|DmEf|:|Dcentes,fﬂ Add
Local Mame i £ Size | Type
&7 Disco local (C:) Folder
Dados (0:) Folder

5

— . Unidade de DVD-R.AaM (E:) Unidade ...
Unidade de CD (F:) Unidade ...
SAMSLNG (G:) Disco local
C%em 'Apolo’ (U:) Unidade ...
backup1 em 'Fenix' (V:) Unidade ...
backup2? em 'Fenix' (') Unidade ...
form em 'Server WEB (willy)'... Unidade ...
Qsmar em 'Server PDC (Tita. ..
Painel de contrale

= Donwload de arquivos do Servidor

L)

Upload de arquivos para o Servidor

1.3 Meqa Pixel Web Cam .
<] i (>l i | (2]
Transfer | Queue |
/| Source File Source Directory Destination Directory Size | Status Speed Time
Connected to ftp.demec.ufpr.br - fhome/docentes; 55H2 - aes125-cbc - hmac-mds - none |2 items (0 Bytes) ;E]

IMPORTANTE: AO FINALIZAR A TRANSFERENCIA DOS ARQUIVOS, FECHE O PROGRAMA

Para maiores informagdes procure o Administrador da rede digital do DEMEC:
osmar@ufpr.br ou (41) 3361-3408
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